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CrimsonLogic Managed Security Services
Cost-effective cyber security protection

Protecting Your Business Securing Your Data

CrimsonLogic Managed Security Services is a suite of With the ever-changing cyber security landscape, security is no
products and services designed to protect your business from longer an optional investment but an indispensable business
cyber security threats. With best-in-class products and requirement that every organisation needs to address, regardless if
services and a proven team of cyber security experts, our you are a Small, Medium Enterprise (SME) or a Multi-National
Managed Security Services are able to detect threats in Corporation (MNC). Unsecured networks can cause not only data
real-time and escalate suspected activities promptly. theft, but also malicious intrusions which can paralyse your business

operations. The lightning pace of change in the cyber security
landscape can also easily make your existing security systems
obselete overnight.

Our Approach
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Installation Profiling Monitoring Analysis Report
Asecurity appliance is Our team of proven cyber Suspected incidents Our team of proven You are updated on
installed at your network security experts profiles trigger notifications to cyber security experts the status of your
to collect and transfer all normal activities against anticipate cyber threats examines your network security system
event logs securely to suspicious ones. before they materialise. traffic to sieve out and through customisable
our Managed Security block illegitimate traffic. monthly reports.

Services centre for
analysis and monitoring.
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Physical security appliance or cloud CrimsonlLogic Managed Security
security deployment Services - 24x7 monitoring
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By subscribing to our Managed Security Services, you do not need to invest in costly in-house cyber security systems and personnel. With our team of proven cyber
security experts monitoring your systems 24x7, you can focus on your core business with a peace of mind.




Key Features

SECURITY INTELLIGENCE / SIEM

» Log Collection

e Event Correlation and Incident Response
 Service Availability Monitoring
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* Network IDS v SECURITY ) « Active Network Scanning
* Host-based IDS % SERVICES ? « Passive Network Scanning

e File Integrity Monitoring

e Asset Inventor
* Wireless Intrusion Detection v

VULNERABILITY
ASSESSMENT
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oy e « Network Vulnerability Testing

— » Continuous Vulnerability Monitoring

Ch o Authenticated / Unauthenticated
Active Scanning

Benefits

O
) COST-EFFECTIVE
Our Managed Security Services
°  benefit organisations that may not
@: have the experience or resources to OPERATIONAL
take on essential network defence EXCELLENCE
tasks. Allow organisations to focus on core

business activities while improving
the efficiency of incident handling

activities.
DEPLOYMENT
EASE
Working closely with you to ensure
timely deployment. COMPLIANCE
STREAMLINING

Easily generate on-demand compact and
customise compliance reports or set it to

/ UP-TO-DATE periodic reporting.
Y TECHNOLOGY

Regular patching of security tools,
technology refresh and addition of
new tools.




About CrimsonlLogic

CrimsonLogic is a trusted partner to governments and businesses globally. For 30 years, CrimsonLogic has partnered with customers to

innovate sustainable world-class solutions, products and services in Trade Facilitation, eJudiciary and digital government that positively
impact lives and communities.

For more information, contact us at CSG-Sales@crimsonlogic.com or visit www.crimsonlogic.com
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N o Solutions. Simplified.




